IIPABUJIA HH®OPMAILIHOHHOH FE30ITACHOCTH

[Ipy  cTONKHOBEHMH C  MOUICHHMYECTBOM He  OoiTech  oOpamiaTeCsi B
paBOOXpaHUTEIbHbIE Opransbl. [IpaBuna nHpopmanroHHONH 0€301aCHOCTH B UHTEPHETE BaYKHO
3HATh KaKI0My. PocT kubepnpectynieHuil 0y1eT TOIbKO pacTy BCE CUIIBHEE C KaXbIM T'OJIOM.
CnenoBanue  mpaBuigaM  MHQOPMAIIMOHHOM  0€30IaCHOCTHM  TOMOXKET  COXPaHMTH

KOH(i)I/I,ZIeHHI/IaJIBHOCTI), JACHBI'Y U HCPBBI.

v’ Hcnonb3yiiTe pas3Hbie Mapoiy Ha caiitax. Perymsapro ux mensiite. JeBuubst hamums
MaTepH, 1aTa POKICHHUS, TOJ U IPYTHUE MIPOCTHIE CIIOBOCOUETAHUS - SBJISIETCS TUIOXUM IAPOJIEM.
JKemarenbHO co3maHue &8-MM 3HAYHOTO MApOJIA, C HCHOJb30BAHUEM JIOMOJHUTEIBHBIX
CUMBOJIOB +, , 7~(@# W pa3HbIX PETUCTPOB.

v OtnaBaiite mpeanoyreHre TpexgasHoii ayreHUKANMHU, TO €CTh oTIpaBku SMS Ha
Balll IMYHBIA MOOMIBHBIN TenedOH.

v Bxox Ha caiitr B ['ocyciyr PO pekoMeHayeTcsl HCIOJb30BaTh P ayTeHTU(PUKAIIUH
(10-Tu 3HAYHBIH MMApoJIb) M BOCCTaHOBJICHHUE yepe3 SMS.

v Tlpu pabote ¢ mouroii @tatar.ru He OTKphIBaiiTe HE3HAKOMBIC MTHUChMaA, & 0COOCHHO
nofospurenpHbie. He mepexomure 1Mo ccblikam B mUCbME. Bce 3TO upeBato TeMm, 4YTO
MO/IBEPraeTcss MOBBILIEHHOMY PHUCKY 3apakeHHs kommbiorepa. O00 BcexX MOA03PUTENbHBIX
MUCbMax CcooO0marh B OTHen HMHPOPMAIMOHHBIX TexHojorudt  Amnmapat CoBeta
ByrynbMuHCKOTO MyHULIMIIANBHOTO pailoHa. [lyis 6e3omacHoi padoThl HEOOX0OAUMO:

1. BHUMAaTeNbHO MPOBEPSIUTE aapec OTHPABUTENSA, 1aKe B CIy4yae COBMAJCHHUS UMEHU
10JIb30BATEIIS;

2. He XxpaHuTh BakHBIC JOKYMEHTHI B TIEPEITUCKE;

3. [IpoBepsiTh TMHICHbMa, B KOTOPBIX CONEPXKATHCA MPHU3BIBBI K JAEUCTBUAM (OTKpOA,
MpOYUTal, O3HAKOMBCS), a TaKKe C TeMamMu Mpo (UHAHCHI, OAHKHU, TEOMOJUTUYECKYIO
00CTaHOBKY U yTpoO3bl;

v Cpasy ypaisiiTe TnepeciaHHble CKaHbl JOKyMeHTOB (macrmopra cHWiC W Tx). He
OTIIPABIIATh BaXKHYIO0 MH(OpMAIMIO U MepcoHanbHble naHHbie yepe3 What’s app. Iepenaua
MOXET OBITh OCYILIECTBJICHA 4Yepe3 3aapXuBUpPOBaHHbIH (a1 ¢ maposaem. I[lapons
OTIPABIAETCA OTAEIBHO.

v He oTBeuaiitTe Ha cIiaM M IOJO3PUTENBHBIE COOOIEHMS,

v/ PerysspHo ciaeaure 32 OOHOBIIEHHAMH aHTUBUPYCHOM MPOrPaMMEbL. JTO BayKHEMILUIA

mar K YyiIydlIeHWuIo HHGPOpMAMOHHON Oe3omacHocTH. B ciywam ommbku mnpu pabote



aHTUBHpyca oOOpaTUTbCid B OTIEN HMHPOPMAUOHHBIX TexHojoruil Amnmnapar Cosera
ByrynisMHHCKOTrO MyHUIIMIIAIBHOTO palioHa.

v' Ha nocrosiHHo# 0cHOBE npoBepstiiiTe koMmmbiotep , USB ((iierr kKapThl) aHTHBHPYCHBIM
obecneueHreM. OOpaiiaili BHUMaHUE Ha MOAO03PUTENIBHOE MOBEICHUE KOMITBIOTEPA.

v Tlpu paborte B Opay3epe He OfpamaiiTe BHUMaHHE Ha CIIOBA «0eCIIaTHO», «freey,
«CKHAKA», «CKadaTh OecmjiaTHO M 0e3 perucrpanum». PeryispHO OuMILaliTe HCTOPUIO
IIOUCKA.

v' He 3amyckaiiTe HEU3BECTHBIC MIPOTPAMMBI, OCOOCHHO C pacIIMPEHHUEM .€Xe WiH .bat.

YcranoBka He mnuineH3uoHHoro 110 3AIIPEINIEHA. Bce 110 ycTaHaBIMBAKOTCS TOJBKO

corpynaukamu OUT.

v MHOrHe MoJ/IebHBIC CAThI KOMMPYIOT JAU3AMH M3BECTHBIX MOPTAIOB. IMEHHO Tak
TEPSAIOT NapoJy. Jlydie Bceria BBOAUTE CChUIKH, 4 HE ULIUTE PECYPC YEPE3 TIOMCKOBBIE CTPOKH.

v Hukorza He coxpausiite B Opay3epe mapoJiu u HoMepa 6aHKOBCKHX KapT.

v  OTKJII0YATE T0JIOCOBbIE HHTEPHET-TIOMOIIHUKH, KOTOPBIE MOTYT HCIIOJIb30BATh
JAHHBIE B CBOUX LIEJISX.

v B corcersax He MPUHUMANTE B JPY3bsi HE3HAKOMBIX JIFOAEH. B mydmiem ciydae 3T0
Oyner crmam.

v He nmenaiite pemnocThl PO MOMOIIH s OOJIBHBIX, )KHBOTHBIX WM Ha IpyrHe Oiarue
nena. /lematb 3TO MOKHO TOJIBKO B TOM CJIy4ae, €CJIM JIMYHO 3HAETE OpPraHU3alui0 WA
yenoBeka. B mpoTuBHOM ciyyae Bel craHOBUTECH COYYaCTHUKOM KHMOEPHPECTYIIICHUS.

v BaM MpHCBUTAIOT COOOIIEHHE, YTO KOMITBIOTED OBUT B3JOMaH. A Temepb HYKHO
BbICJIaTh UM JEHBI'M, YTOOBI KOMIpPOMAT ¢ KaMepbl, MUKpOpOHa Win TenaedoHa HE Mmonal B
ITIOCTOPOHHUE PYKHU? DTO MOIIEHHUKHU. He mpuHuMaiTe ux ycioBus.

v Tlonb3yiiTech TONBKO ApaiBepamMu ¢ OPUIIHATBHBIX CAWTOB IPON3BOIUTEIICH.

v’ Bce OesomnacHble caifTel ceifuac HaunHarotces ¢ «https://», a He «http://». OcobeHHo
MIPH OIUIATE CMOTPUTE HA 3TO. TakKe TaKue cailThl IOMEUEHBI 3aKPBITHIM 3aMOYKOM B a/IpECHOMN
CTPOKE, BBIXOJIUT HHPOPMAIIMOHHOE COOOIIEHHE O OMACHOCTU NePexo/ia Ha JaHHBINA CalT.

v/ 3anpeleHo HCIoNb30BaTh OccrutaTHbie mporpaMMbel VPN Ut 3aKphITBIX caiToB
Pockomuanzopom

v/ 3ampenieHo Uenoib30BaTh Oecratabie nmporpamMel Team Viewer, RAdmin, Zoom,

Skype.



